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Data Breaches Procedure

The School must use appropriate technical or organisational measures to ensure personal
data is kept securely and protected against unauthorised or unlawful processing and
against accidental loss, destruction or damage.

Identify what is a personal data breach?

A personal data breach means a breach of security leading to the destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data. This means that a
breach is more than just losing personal data.

Reporting a data breach

Any data breach must be reported to the DPO immediately even if out of hours. The
DPO will then follow the procedure. Any data breach that is reported must be recorded
on the data breach spreadsheet even if not reported to the ICO. The DPO will inform
the Headteacher, Leadership team or Governors as they feel appropriate. Anyone not
reporting a breach are putting the school at risk of a large fine.

The DPO is Mr Daniel Clement.
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Procedure Map

DATA BREACH OCCURS
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REPORT TO DPO
(Immediately)
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DPO - INVESTIGATE
Speak to people involved

DPO — ASSESS ONGOING RISK,
How serious? Is substantial
harm likely?

DPO - RECORD
Fill out spreadsheet

GO TO DATA
BREACH
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DPO — IMPLEMENT FURTHER STEPS.
E.g. informing Headteacher etc,
consequences for individuals responsible
for breach, closing anything down,
recovery of data, recall e-mail
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CONSIDER NOTIFYING

ANYONE HARMED BY DATA
BREACH
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IS DATA BREACH NOTIFIABLE TO ICO
Report within 72 hours

YES NO
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GUIDANCE
DOCUMENT FOR
FURTHER
INFORMATION
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EVALUATE
Review Data Breach and risk asses for
further issues. Change data processes if
required. Inform and train staff.
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